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APPLIED SECURITY VISUALIZATION
 
“Collecting log data is one thing, having relevant information is something else. The art to transform all
kinds of log data into meaningful security information is the core of this book. Raffy illustrates in a straight
forward way, and with hands-on examples, how such a challenge can be mastered. Let's get inspired.”
–Andreas Wuchner, Head of Global IT Security, Novartis
 
Use Visualization to Secure Your Network Against the Toughest, Best-Hidden Threats
 
As networks become ever more complex, securing them becomes more and more difficult. The solution is
visualization. Using today’s state-of-the-art data visualization techniques, you can gain a far deeper
understanding of what’s happening on your network right now. You can uncover hidden patterns of data,
identify emerging vulnerabilities and attacks, and respond decisively with countermeasures that are far more
likely to succeed than conventional methods.
 
In Applied Security Visualization, leading network security visualization expert Raffael Marty introduces all
the concepts, techniques, and tools you need to use visualization on your network. You’ll learn how to
identify and utilize the right data sources, then transform your data into visuals that reveal what you really
need to know. Next, Marty shows how to use visualization to perform broad network security analyses,
assess specific threats, and even improve business compliance.
 
He concludes with an introduction to a broad set of visualization tools. The book’s CD also includes
DAVIX, a compilation of freely available tools for security visualization.
 
You'll learn how to:
• Intimately understand the data sources that are essential for effective visualization
• Choose the most appropriate graphs and techniques for your IT data
• Transform complex data into crystal-clear visual representations
• Iterate your graphs to deliver even better insight for taking action
• Assess threats to your network perimeter, as well as threats imposed by insiders
• Use visualization to manage risks and compliance mandates more successfully
• Visually audit both the technical and organizational aspects of information and network security
• Compare and master today’s most useful tools for security visualization
 
Contains the live CD Data Analysis and Visualization Linux (DAVIX). DAVIX is a compilation of powerful
tools for visualizing networks and assessing their security. DAVIX runs directly from the CD-ROM, without
installation.
 
Raffael Marty is chief security strategist and senior product manager for Splunk, the leading provider of
large-scale, high-speed indexing and search technology for IT infrastructures. As customer advocate and
guardian, he focuses on using his skills in data visualization, log management, intrusion detection, and
compliance. An active participant on industry standards committees such as CEE (Common Event
Expression) and OVAL (Open Vulnerability and Assessment Language), Marty created the Thor and



AfterGlow automation tools, and founded the security visualization portal secviz.org. Before joining Splunk,
he managed the solutions team at ArcSight, served as IT security consultant for PriceWaterhouseCoopers,
and was a member of the IBM Research Global Security Analysis Lab.
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From reader reviews:

Stanley Kamp:

Reading a book for being new life style in this calendar year; every people loves to examine a book. When
you study a book you can get a lots of benefit. When you read guides, you can improve your knowledge, due
to the fact book has a lot of information onto it. The information that you will get depend on what kinds of
book that you have read. If you wish to get information about your examine, you can read education books,
but if you act like you want to entertain yourself read a fiction books, such us novel, comics, as well as soon.
The Applied Security Visualization will give you new experience in examining a book.

Andrew Waite:

In this period of time globalization it is important to someone to obtain information. The information will
make you to definitely understand the condition of the world. The healthiness of the world makes the
information much easier to share. You can find a lot of sources to get information example: internet,
newspaper, book, and soon. You can observe that now, a lot of publisher in which print many kinds of book.
Typically the book that recommended for your requirements is Applied Security Visualization this book
consist a lot of the information in the condition of this world now. This kind of book was represented so why
is the world has grown up. The vocabulary styles that writer require to explain it is easy to understand. The
writer made some research when he makes this book. This is why this book suitable all of you.

James Dickens:

Is it anyone who having spare time then spend it whole day by simply watching television programs or just
telling lies on the bed? Do you need something new? This Applied Security Visualization can be the
response, oh how comes? A fresh book you know. You are and so out of date, spending your time by reading
in this fresh era is common not a geek activity. So what these publications have than the others?

Olga Snider:

You can get this Applied Security Visualization by visit the bookstore or Mall. Just simply viewing or
reviewing it might to be your solve difficulty if you get difficulties to your knowledge. Kinds of this guide
are various. Not only by written or printed but in addition can you enjoy this book by simply e-book. In the
modern era such as now, you just looking by your mobile phone and searching what their problem. Right
now, choose your personal ways to get more information about your e-book. It is most important to arrange
yourself to make your knowledge are still upgrade. Let's try to choose right ways for you.
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